
A bitcoin transaction
Lara is a bespoke handbag vendor and has decided to expand her business 
enabling customers to pay with bitcoin. Pippa found Lara’s handbag website 
online and wants to purchase one of her advertised handbags.
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Lara and Pippa both have crypto 
currency wallet applications on their 
smart phones that enable them to 
send, receive and safely store their 
crypto currency.

Wallets are software or hardware 
devices that provide users with 
access to multiple bitcoin addresses 
and use a variety of safety measures 
to protect their bitcoin.

An address, also known as the public 
key, is a string of upper and lower 
case letters and numbers. 

Each address acts as a bank 
account holding a balance of 
bitcoin

Lara provides Pippa with her public 
key and request Pippa to pay her 
0.03 BTC for the merchandise

Pippa's wallet has safely stored 
her public key and corresponding 
private key using the safety 
measures put in place by the 
software on her mobile app.

Each public key (bank account 
number) has a private key (bank 
account pin) rendering the public 
key useless without the private key.

Pippa initiates the transaction 
for a payment to be made to 
Lara's public key and signs 
the transaction with her 
private key.

Before the transaction can take 
place, it first needs to be verified. 

Willie, Ingrid and Simoné are miners 
of bitcoin authorising and veryfying 
bitcoin transaction.

Roughly 3,500 bitcoin transactions 
are included into each block on 
the blockchain which needs to be 
verified by the miners

The miners compete against 
each other using computers to 
calculate a cryptographic hash 
function which is essentially a 
puzzle that needs to be solved 
to authorise a block. 

Similar to a QR code any change of 
the data included in the block will 
have a significant affect on the hash 
value.

A Nonce is used and its data is 
included in the block to obtain 
a specific hash value which is 
acceptable by the bitcoin code. A 
Nonce is a strings of numbers and 
letters that have no meaning besides 
from its cryptographic purpose.

Bitcoin's protocol requires a hash 
value to start with a certain amount 
of zero's to be accepted and 
included in the chain. 

The data of the transactions in 
the current  block, along with 
the transactions of the previous 
block are constants while the 
nonce is the only variable that 
can be changed to get to the 
required hash value. The nonce 
therefore need to be hashed 
(a trial and error of different 
nonces) until the hash value 
has the required number of 
zero's.

Imagine calculators do not exist 
and you have not yet learned how 
subtraction works. Someone asks 
you what do you need to subtract 
from 8,511,235 to get 4,512,624. 
You need to now guess the number 
until you get to 3,998,611 which is 
the nonce. This may take a while, but 
you will eventually get to the answer. 
Cryptography used in bitcoin works 
very much in the same manner.

By way of trial and error different 
nonces are added to the block by the 
miners until the required amount of 
zero's in the hash value is obtained 
which is known as the winning hash, 
once this is achieved a transaction is 
approved and recorded on the chain.

The winning miner is then rewarded 
in the form of bitcoin for the work 
he/she performed to solve the 
cryptographic puzzle.

Once the payment is approved 
the transaction is recorded on the 
blockchain and the bitcoins are 
reflected in Lara's wallet.
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