


A process used to determine which components of the system need to
be protected and the types of security risks (threats) they should be
protected from.

Notification of significant new trends or developments regarding the threat to the information systems
of an organization. This notification may include analytical insights into intentions, technologies, or
tactics of an adversary targeting information systems.

Reported cyber threats

Experts predict a surge of cyberattacks where hackers will be trying to steal personal data of people
travelling to watch World Cup football matches.

Zeppelin ransomware

o Zeppelin Ransomware has been used against a wide range of businesses and critical
infrastructure organizations to encrypt victims’ files for financial gain.

e |tis recommended for all organizations to take respective measures to defend against
Zeppelin ransomware attacks.

Palo Alto Networks firewall bug

e Research warning that a high-severity security vulnerability in Palo Alto Networks firewalls is
being actively exploited in the wild.

e Palo Alto Networks has released a security update to address this vulnerability in PAN-OS
firewall configurations.

LockBit ransomware

o LockBit ransomware will target multiple sectors and organizations globally by gaining access

to the target network using the exploiting known security flaws.

e |tis suggested to follow few practices which are available in the reference link to ensure the
organization is resilient against ransomware or malicious attacks from the offset.

Critical RCE bug in Dray Tek routers

e A critical, pre-authenticated remote code execution (RCE) vulnerability has cropped up in the
widely used line of Dray Tek vigor routers for smaller businesses.

e |tis recommended to apply the firmware patches as soon as possible to secure against
potential threats.

Recommendations

All the clients are advised to patch as soon as vulnerability is identified, be compliant to National
Information Assurance (NIA), Qatar 2022 Cybersecurity Framework (QCSF) and other organizational
standards as per Qatar law.
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https://www.cisa.gov/uscert/ncas/alerts/aa22-223a
https://www.cisa.gov/uscert/ncas/current-activity/2022/08/10/palo-alto-networks-releases-security-update-pan-os
https://www.kaspersky.com/resource-center/threats/lockbit-ransomware
https://cybersrcc.com/2022/08/10/critical-rce-bug-could-allow-hackers-to-monitor-and-control-draytek-vigor-routers/
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Mazars is an internationally integrated partnership, specializing in audit, accountancy,
advisory, tax and legal services*. Operating in over 90 countries and territories around the
world, we draw on the expertise of more than 44,000 professionals — 28,000+ in Mazars’
integrated partnership and 16,000+ via the Mazars North America Alliance — to assist
clients of all sizes at every stage in their development.
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